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A FRAMEWORK FOR MEMBER CONVERSATIONS

The mission of the Corporate Executive Board is to create revolutionary economic advantage for leaders of the world’s great enterprises by enabling them to act with unparalleled
intelligence and confidence. We lift their performance at key decision points and career moments by delivering insight drawn from the most powerful global executive and professional
network. When we bring leaders together, it is crucial that our discussions neither restrict competition nor improperly share inside information. All other conversations are welcomed and
encouraged. We look forward to the continued and robust sharing of insights by member executives and professionals at Corporate Executive Board events.

COPIES AND COPYRIGHT

As always, members are welcome to an unlimited number of copies of the materials contained within this handout. Furthermore, members may copy any graphic herein for their own
internal purpose. The Corporate Executive Board Company requests only that members retain the copyright mark on all pages produced. Please contact your Member Support Center
at +1-866-913-8102 for any help we may provide.

The pages herein are the property of The Corporate Executive Board Company. Beyond the membership, no copyrighted materials of The Corporate Executive Board Company may
be reproduced without prior approval.

LEGAL CAVEAT

The Audit Director Roundtable has worked to ensure the accuracy of the information it provides to its members. This report relies upon data obtained from many sources, however, and
the Audit Director Roundtable cannot guarantee the accuracy of the information or its analysis in all cases. Furthermore, the Audit Director Roundtable is not engaged in rendering legal,
accounting, or other professional services. Its reports should not be construed as professional advice on any particular set of facts or circumstances. Members requiring such services
are advised to consult an appropriate professional. Neither The Corporate Executive Board Company nor its programs are responsible for any claims or losses that may arise from a) any
errors or omissions in their reports, whether caused by the Audit Director Roundtable or its sources, or b) reliance upon any recommendation made by the Audit Director Roundtable.
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ROAD MAP FOR THE PRESENTATION

Introduction to Costs and Causes Detecting
the Audit Director ) ) and Mitigating ) Case Profiles
Fraud

Roundtable

of Fraud
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Common examples
of fraud include:

® Kickbacks (including the
receipt of excessive gifts
of cash)

® Expense Report Fraud

® | oss of Intellectual Property

= Conflicts of Interest

®= Vendor Fraud

= Embezzlement

® Cheque Fraud

= Payroll Fraud

= Bribery and Corruption

® Fraudulent Financial
Reporting

= |mproper Pricing Activity
® Physical Theft

® Financial or Information
Mismanagement

= Regulatory Breach

® Management Conflict
of Interest
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FRAUD ON THE RISE

Fraud has gained unprecedented importance in the current economic environment because
of the following:

New technologies have increased the number of employees accessing corporate systems—
opening doors to theft and fraud.

Mergers and acquisitions, new product expansions, and general complexity of business operations
and processes have increased the opportunity for fraud.

The transient nature of current workforce produces gaps in controls increasing the risk of fraud.

Slow economic times bringing increased incidences of fraud. In particular, employee misconduct
becomes a greater concern due to the pressures of operating in a business environment of severe
cost-reduction demands.

Increased legal attention through new laws and increased prosecutor focus.

Media interest in allegations of corporate misconduct, fraud, bribery, or corruption.



Employees’ perceptions
of the culture of integrity
at their companies play

a significant role in

the levels of high risk
compliance violations
observed in the
workplace.

From the AUDIT DIRECTOR ROUNDTABLE®
of the CORPORATE INTEGRITY PRACTICE
www.adr.executiveboard.com

© 2011 The Corporate Executive Board Company.
All Rights Reserved. ADR9868011SYN

DECLINING INTEGRITY SIGNIFICANTLY INCREASES

HIGHEST-RISK BUSINESS MISCONDUCT

Percentage of Employees Who Observed Misconduct in the Past 12 Months

“Disaffected” employees are approximately three times more likely to observe
conflicts of interest than are “Integrity Champions.”

This means that for every 1,000 employees, “Disaffected” employees observed
440 instances of misconduct while “Integrity Champions” observed 150.

44% <

Case in Point: Costs of Fraud

Low integrity cultures observe more than
twice as many instances of fraud than high
integrity cultures. With the total cost of a
single fraud scheme estimated at $160,000,
low integrity means a significant expense!

15%

. Integrity Champions

Disaffected Employees

Conflicts of Interest Data Privacy Fraud Accounting
Violation Irregularities

1 Association of Certified Fraud Examiner, 2010 Report to the Nations
on Occupational Fraud and Abuse.

Improper Payments

Insider Trading



Levels of business
misconduct vary
widely across countries
and regions.

= We examined our CELC data
from more than 500,000
corporate employees around
the world to analyse patterns
of behavior at the regional
and country level.

= High overall levels of
misconduct are often driven
by heightened observances
of HR-related issues.
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LEVELS OF OBSERVED BUSINESS MISCONDUCT

Percentage of Employees Who Observed Business Misconduct
CELC Cultural Diagnostic Data: All Employees by Country, 2009-2010

Rates of observed
misconduct substantially
higher across Mexico,
Central, and South America

24%

22%

22%

15%
Global Average

12% 12%

1%

Mexico Brazil Latin Eastern Africa US.A. China Scandinavia India UK Russia Western
America Europe Europe

n = 3693 n=1749. n=5070. n= 3,601. n=721. n=109755 n=7028n=2030. n =151 n = 6,616. n = 335. n=11197.

Source: CELC’s Cultural Diagnostic.
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Council research
indicates that business
misconduct is often

greater in BRIC countries.

® Brazil shows a high
incidence of interpersonal
HR issues.

® By contrast, Chinese
employees observe more
improper payments, gift
giving, and conflicts of
interest.
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BUSINESS MISCONDUCT ELEVATED IN MOST EMERGING

MARKETS

Observed Misconduct by Type
CELC Cultural Diagnostic Data: Distribution of Misconduct by Type

Misuses of
HR-Related Corporate Assets Sales and Finance Legal Violations
20%
A
A
15% A e
A
A
°

10%

5%

0%

Abuse
Stealing
Fraud

Preferential Treatment
Inappropriate Behavior
Harassment or Bullying

Discrimination

Alcohol and/or Drug
Misuse of Organization’s
Time/Resources
Conflict of interest
Improper Sales
Inappropriate Giving/
Receiving or Gifts
Accounting Irregularities
Improper Payments

Source: CELC’s Cultural Diagnostic.

Insider Trading

Health or Safety Violation

Data Privacy Violation

Violation

Business Information

Environmental Violation

Global
Average

Brazil
n =1749.

China
n=7028.

India
n =150

Russia
n =335,
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The reporting of
misconduct varies widely
across regions.

= Employee reporting of
business misconduct is
the single best source of
risk information about local
conditions.

= | ow reporting rates signify
slower detection, allowing
simple misconduct to
grow in seriousness while

undermining the local culture.
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MORE THAN HALF OF OBSERVED MISCONDUCT

GOES UNREPORTED

Nonreporting Rate of Observed Business Misconduct at MNCs
CELC Cultural Diagnostic Data: All Employee Reporting by Country, 2009-2010

61%
Global 64% 65% 65% 66% 67%
Average

63%

US.A. Australia/ Russia UK Brazil Western Africa Eastern Scandinavia
NZ Europe Europe

Why Don’t People Report?

The two reasons cited most by employees as to why they failed to report
misconduct are “Fear of retaliation” and “I did not think the company would
do anything about my report.” In Asia, the top two reasons are

“Did not think | had enough information” and “Not certain it was a violation,”
indicating some uncertainty about what constitutes misconduct.

Source: CELC'’s Cultural Diagnostic

68%

India

88%

Mexico China

|

Chinese employees
are four times less
likely to report
business misconduct
than employees in
the United States.




While noncompliance
and misconduct stem
from many factors,
organizational culture,
not process failure, often
lies at its root.

® Pressure and rationalization
can be reduced by
promoting a strong sense
of ethical behavior amongst
employees and creating a
positive work environment.

® CELC research finds that the
most significant forms of
noncompliance stem from
intentional employee actions,
suggesting the limits of
control and awareness-based
mitigation strategies.
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CULTURE IS A ROOT CAUSE OF MISCONDUCT

Three Underlying Conditions for Business Misconduct and Their Cultural Components

Cultural Component—
Corporate culture, as
much as policies and
controls, establishes the
standards for acceptable
employee behavior.

Rationalization
The ability of
an employee to
intellectually justify
an intentional act of
business misconduct

Opportunity
The ease with which
an employee can
commit misconduct

Pressure
The motive or incentive
for employees to
commit misconduct

Translating for Emerging Markets
The conditions which give rise to misconduct are often exacerbated in emerging markets:

Cultural Component—
Disengaged employees are
better able to rationalize
antisocial behavior
targeted against company.

Cultural Component—
Cultures of integrity
emphasize strong business
performance obtained in a
compliant, ethical manner.

Opportunity Rationalization Pressure

B | ax local control environments ® |ocal employees possess B Business, familial, and even

B Country managers indifferent different conception of ‘fair physical pressures often more
to Corporate standards and just’ than the company extreme than in developed world

Source: Based on the Fraud Triangle, developed by Donald Cressy; Corporate Ethics and Leadership Council research; Audit Director Roundtable research.
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The complexity of fraud
risk management leads

to numerous challenges
throughout the process.
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WHAT’S HARD ABOUT FRAUD?

Challenges Across the Fraud Risk Management Process
Percentage of Respondents Rating as “Somewhat Challenging” or “Extremely Challenging”

93% 91%

65 56

Continuously Embedding

Implementing  Providing

Monitoring Fraud into Fraud Risk
Fraud Current Audit  Assessment
Activities
n=44.

Assurance to | Audit Staff to

Training  Communicating
Fraud

Management 1 Detect Fraud  Awareness

Somewhat Challenging
. Extremely Challenging

()
91% 88%

77%

66
68

77

Being Reducing  Understanding
More the Risk of |IA’s Role in
Proactive Financial Fraud
in Fraud Reporting
Mitigation
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