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About the International Professional
Practices Framework

A framework provides a structural blueprint and coherent system that facilitates the consistent
development, interpretation, and application of a body of knowledge useful to a discipline or profession.
The International Professional Practices Framework (IPPF)® organizes the authoritative body of knowledge,
promulgated by The Institute of Internal Auditors, for the professional practice of internal auditing. The
IPPF includes Global Internal Audit Standards, Topical Requirements, and Global Guidance.

The IPPF addresses current internal audit practices while enabling practitioners and stakeholders globally
to be flexible and responsive to the ongoing needs for high-quality internal auditing in diverse environments
and organizations of different purposes, sizes, and structures.

Global Internal Audit Standards guide the worldwide professional practice of internal auditing
and serve as a basis for evaluating and elevating the quality of the internal audit function.

At the heart of the Standards are 15 guiding principles that enable effective internal auditing.
Each principle is supported by standards that contain requirements, considerations for
implementation, and examples of evidence of conformance. Together, these elements help
internal auditors achieve the principles and fulfill the Purpose of Internal Auditing.

Topical Requirements are designed to enhance the consistency and quality of internal
audit services related to specific audit subjects and to support internal auditors performing
engagements in those risk areas. Internal auditors must conform with the relevant
requirements when the scope of an engagement includes one of the identified topics.

Mandatory

Topical Requirements strengthen the ongoing relevance of internal auditing in addressing the
evolving risk landscape across industries and sectors.
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Supplemental

Global Guidance supports the Standards by providing nonmandatory information, advice, and
best practices for performing internal audit services. It is endorsed by The lIA through formal
review and approval processes.

Global Practice Guides provide detailed approaches, step-by-step processes, and
examples on subjects including:

Global Technology Audit Guides (GTAG®) provide auditors with the knowledge to perform
assurance or consulting services related to an organization’s information technology and
information security risks and controls.

Assurance and advisory services.

Engagement planning, performance, and communication.
Financial services.

Fraud and other pervasive risks.

Strategy and management of the internal audit function.
Public sector.

Sustainability.
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PURPOSE

Fundamentals of the
Global Internal Audit
Standards

Internal Audit
Standards™

The Institute of Internal Auditors’ Global Internal Audit Standards
guide the worldwide professional practice of internal auditing and
serve as a basis for evaluating and elevating the quality of the internal
audit function. At the heart of the Standards are 15 guiding principles
that enable effective internal auditing. Each principle is supported by
standards that contain requirements, considerations for implementation, and
examples of evidence of conformance. Together, these elements help internal auditors
achieve the principles and fulfill the Purpose of Internal Auditing.

Internal Auditing and the Public Interest

Public interest encompasses the social and economic interests and overall well-being of a society and
the organizations operating within that society (including those of employers, employees, investors, the
business and financial community, clients, customers, regulators, and government). Questions of public
interest are context specific and should weigh ethics, fairness, cultural norms and values, and potential
disparate impacts on certain individuals and subgroups of society.

Internal auditing plays a critical role in enhancing an organization’s ability to serve the public interest.
While the primary function of internal auditing is to strengthen governance, risk management, and control
processes, its effects extend beyond the organization. Internal auditing contributes to an organization’s
overall stability and sustainability by providing assurance on its operational efficiency, reliability of
reporting, compliance with laws and/or regulations, safeguarding of assets, and ethical culture. This, in turn,
fosters public trust and confidence in the organization and the broader systems of which it is a part.

The IlA is committed to setting standards with input from the public and to benefit the public. The
International Internal Audit Standards Board is responsible for establishing and maintaining the Standards
in the interest of the public. This is achieved through an extensive, ongoing due process overseen by an
independent body, the IPPF Oversight Council. The process includes soliciting input from and considering
the interests of various stakeholders—including internal audit practitioners, industry experts, government
bodies, regulatory agencies, public representatives, and others—so that the Standards reflect the diverse
needs and priorities of society.

Applicability and Elements of the Standards

The Global Internal Audit Standards set forth principles, requirements, considerations, and examples for the
professional practice of internal auditing globally. The Standards apply to any individual or function that
provides internal audit services, whether an organization employs internal auditors directly, contracts them
through an external service provider, or both. Organizations receiving internal audit services vary in sector
and industry affiliation, purpose, size, complexity, and structure.
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The Standards apply to the internal audit function and individual internal auditors including the chief audit
executive. While the chief audit executive is accountable for the internal audit function’s implementation of
and conformance with all principles and standards, all internal auditors are responsible for conforming with
the principles and standards relevant to performing their job responsibilities, which are presented primarily in
Domain II: Ethics and Professionalism and Domain V: Performing Internal Audit Services.

The Standards are organized into five domains:

« Domain |: Purpose of Internal Auditing.
- Domain II: Ethics and Professionalism.
+ Domain lll: Governing the Internal Audit Function.
- Domain IV: Managing the Internal Audit Function.

- Domain V: Performing Internal Audit Services.

Domains Il through V contain the following elements:

+ Principles: broad descriptions of a related group of requirements and considerations.

« Standards, which include:

- Requirements: mandatory practices for internal auditing.

- Considerations for Implementation: common and preferred practices to consider when
implementing the requirements.

- Examples of Evidence of Conformance: ways to demonstrate that the requirements of the
Standards have been implemented.

The Standards use the word “must” in the Requirements sections and the words “should” and “may” to
specify common and preferred practices in the Considerations for Implementation sections. Each
standard ends with a list of examples of evidence. The examples are neither requirements nor the only
ways to demonstrate conformance; rather, they are provided to help internal audit functions prepare for
quality assessments, which rely on demonstrative evidence. The Standards use certain terms as defined
in the accompanying glossary. To understand and implement the Standards correctly, it is necessary to
understand and adopt the specific meanings and usage of the terms as described in the glossary.

Demonstrating Conformance with the Standards

The requirements, considerations for implementation, and examples of evidence of conformance are
designed to help internal auditors conform with the Standards. While conformance with the requirements
is expected, internal auditors occasionally may be unable to conform with a requirement yet still achieve
the intent of the standard. Circumstances that may necessitate adjustments are often related to resource
limitations or specific aspects of a sector, industry, and/or jurisdiction. In these exceptional circumstances,
alternative actions should be implemented to meet the intent of the related standard. The chief audit
executive is responsible for documenting and conveying the rationale for the deviation and the adopted
alternative actions to the appropriate parties. Related requirements and information appear in Standard 4.1
Conformance with Global Internal Audit Standards and Domain IIl: Governing the Internal Audit Function
together with its principles and standards. While the circumstances necessitating adjustments are too
varied to list, the following section acknowledges two areas that consistently draw questions: small internal
audit functions and those in the public sector.
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Application in Small Internal Audit Functions

The internal audit function’s ability to fully conform with the Standards may be affected by its size or

the size of the organization. With limited resources, completing certain tasks may be challenging. Additionally,
if the internal audit function comprises only one member, an adequate quality assurance and
improvement program will require assistance from outside the internal audit function. (See also Standards
10.1 Financial Resource Management, 12.1 Internal Quality Assessment, and 12.3 Oversee and Improve
Engagement Performance.)

Application in the Public Sector

While the Global Internal Audit Standards apply to all internal audit functions, internal auditors in the
public sector work in a political environment under governance, organizational, and funding structures that
may differ from those of the private sector. The nature of these structures and related conditions may be
affected by the jurisdiction and level of government in which the internal audit function operates. Additionally,
some terminology used in the public sector differs from that of the private sector. These differences may
affect how internal audit functions in the public sector apply the Standards. The section “Applying the Global
Internal Audit Standards in the Public Sector,” which follows Domain V: Performing Internal Audit Services,
describes strategies for conformance amid the circumstances and conditions unique to internal auditing in
the public sector.
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activity under review - The subject of an internal audit engagement. Examples include an area, entity,
operation, function, process, or system.

advisory services - Services through which internal auditors provide advice to an organization’s stakeholders
without providing assurance or taking on management responsibilities. The nature and scope of advisory
services are subject to agreement with relevant stakeholders. Examples include advising on the design and
implementation of new policies, processes, systems, and products; providing forensic services; providing
training; and facilitating discussions about risks and controls. “Advisory services” are also known as
“consulting services”

assurance - Statement intended to increase the level of stakeholders’ confidence about an organization’s
governance, risk management, and control processes over an issue, condition, subject matter, or activity
under review when compared to established criteria.

assurance services - Services through which internal auditors perform objective assessments to provide
assurance. Examples of assurance services include compliance, financial, operational/performance, and
technology engagements. Internal auditors may provide limited or reasonable assurance, depending on the
nature, timing, and extent of procedures performed.

board - Highest-level body charged with governance, such as:

+ Aboard of directors.

+ An audit committee.

- A board of governors or trustees.

-+ A group of elected officials or political appointees.

+ Another body that has authority over the relevant governance functions.

In an organization that has more than one governing body, “board” refers to the body/bodies authorized
to provide the internal audit function with the appropriate authority, role, and responsibilities.

If none of the above exist, “board” should be read as referring to the group or person that acts as the
organization’s highest-level governing body. Examples include the head of the organization and senior
management.

chief audit executive - The leadership role responsible for effectively managing all aspects of the internal
audit function and ensuring the quality performance of internal audit services in accordance with Global
Internal Audit Standards. The specific job title and/or responsibilities may vary across organizations.
competency - Knowledge, skills, and abilities.

compliance - Adherence to laws, regulations, contracts, policies, procedures, and other requirements.

conflict of interest - A situation, activity, or relationship that may influence, or appear to influence, an
internal auditor’s ability to make objective professional judgments or perform responsibilities objectively.
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control - Any action taken by management, the board, and other parties to manage risk and increase the
likelihood that established objectives and goals will be achieved.

control processes - The policies, procedures, and activities designed and operated to manage risks to be
within the level of an organization’s risk tolerance.

criteria - In an engagement, specifications of the desired state of the activity under review (also called
“evaluation criteria”).

engagement - A specific internal audit assignment or project that includes multiple tasks or activities
designed to accomplish a specific set of related objectives. See also “assurance services” and
“advisory services”

engagement conclusion - Internal auditors’ professional judgment about engagement findings when viewed
collectively. The engagement conclusion should indicate satisfactory or unsatisfactory performance.

engagement objectives - Statements that articulate the purpose of an engagement and describe the
specific goals to be achieved.

engagement planning - Process during which internal auditors gather information, assess and prioritize
risks relevant to the activity under review, establish engagement objectives and scope, identify evaluation
criteria, and create a work program for an engagement.

engagement results - The findings and conclusion of an engagement. Engagement results may also include
recommendations and/or agreed upon action plans.

engagement supervisor - An internal auditor responsible for supervising an internal audit engagement,
which may include training and assisting internal auditors as well as reviewing and approving the engagement
work program, workpapers, final communication, and performance. The chief audit executive may be the
engagement supervisor or may delegate such responsibilities.

engagement work program - A document that identifies the tasks to be performed to achieve the engagement
objectives, the methodology and tools necessary, and the internal auditors assigned to perform the tasks.
The work program is based on information obtained during engagement planning.

external service provider - Resource from outside the organization that provides relevant knowledge, skills,
experience, and/or tools to support internal audit services.

finding - In an engagement, the determination that a gap exists between the evaluation criteria and the
condition of the activity under review. Other terms, such as “observations,” may be used.

fraud - Any intentional act characterized by deceit, concealment, dishonesty, misappropriation of assets
or information, forgery, or violation of trust perpetrated by individuals or organizations to secure unjust or
illegal personal or business advantage.

governance - The combination of processes and structures implemented by the board to inform, direct,
manage, and monitor the activities of the organization toward the achievement of its objectives.
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impact - The result or effect of an event. The event may have a positive or negative effect on the entity’s
strategy or business objectives.

independence - The freedom from conditions that may impair the ability of the internal audit function to
carry out internal audit responsibilities in an unbiased manner.

inherent risk - The combination of internal and external risk factors that exists in the absence of any
management actions.

integrity - Behavior characterized by adherence to moral and ethical principles, including demonstrating
honesty and the professional courage to act based on relevant facts.

internal audit charter - A formal document that includes the internal audit function’s mandate,
organizational position, reporting relationships, scope of work, types of services, and other specifications.

internal audit function - A professional individual or group responsible for providing an organization with
assurance and advisory services.

internal audit mandate -The internal audit function’s authority, role, and responsibilities, which may be
granted by the board and/or laws and regulations.

internal audit manual - The chief audit executive’s documentation of the methodologies (policies, processes,
and procedures) to guide and direct internal auditors within the internal audit function.

internal audit plan - A document, developed by the chief audit executive, that identifies the engagements
and other internal audit services anticipated to be provided during a given period. The plan should be risk-
based and dynamic, reflecting timely adjustments in response to changes affecting the organization.

internal auditing - An independent, objective assurance and advisory service designed to add value and
improve an organization’s operations. It helps an organization accomplish its objectives by bringing a
systematic, disciplined approach to evaluate and improve the effectiveness of governance, risk
management, and control processes.

likelihood - The possibility that a given event will occur.

may - As used in the Considerations for Implementation of the Global Internal Audit Standards, the word
“may” describes optional practices to implement the Requirements.

methodologies - Policies, processes, and procedures established by the chief audit executive to guide the
internal audit function and enhance its effectiveness.

must - The Global Internal Audit Standards use the word “must” to specify an unconditional requirement.

objectivity - An unbiased mental attitude that allows internal auditors to make professional judgments,
fulfill their responsibilities, and achieve the Purpose of Internal Auditing without compromise.

outsourcing - Contracting with an independent external provider of internal audit services. Fully outsourcing
a function refers to contracting the entire internal audit function, and partially outsourcing (also called
“cosourcing”) indicates that only a portion of the services are outsourced.
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periodically - At regularly occurring intervals, depending on the needs of the organization, including the
internal audit function.

professional skepticism - Questioning and critically assessing the reliability of information.

public sector - Governments and all publicly controlled or publicly funded agencies, enterprises, and other
entities that deliver programs, goods, or services to the public.

quality assurance and improvement program - A program established by the chief audit executive to
evaluate and ensure the internal audit function conforms with the Global Internal Audit Standards,
achieves performance objectives, and pursues continuous improvement. The program includes internal
and external assessments.

residual risk - The portion of inherent risk that remains after management actions are implemented.

results of internal audit services - Outcomes, such as engagement conclusions, themes (such as effective
practices or root causes), and conclusions at the level of the business unit or organization.

risk - The positive or negative effect of uncertainty on objectives.

risk and control matrix - A tool that facilitates the performance of internal auditing. It typically links business
objectives, risks, control processes, and key information to support the internal audit process.

risk appetite - The types and amount of risk that an organization is willing to accept in the pursuit of its
strategies and objectives.

risk assessment - The identification and analysis of risks relevant to the achievement of an organization’s
objectives. The significance of risks is typically assessed in terms of impact and likelihood.

risk management - A process to identify, assess, manage, and control potential events or situations to
provide reasonable assurance regarding the achievement of the organization’s objectives.

risk tolerance - Acceptable variations in performance related to achieving objectives.

root cause - Core issue or underlying reason for the difference between the criteria and the condition of
an activity under review.

senior management - The highest level of executive management of an organization that is ultimately
accountable to the board for executing the organization’s strategic decisions, typically a group of persons
that includes the chief executive officer or head of the organization.

should - As used in the Considerations for Implementation of the Global Internal Audit Standards, the word
“should” describes practices that are preferred but not required.

significance - The relative importance of a matter within the context in which it is being considered,
including quantitative and qualitative factors, such as magnitude, nature, relevance, and impact.
Professional judgment assists internal auditors when evaluating the significance of matters within the
context of the relevant objectives.
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stakeholder - A party with a direct or indirect interest in an organization’s activities and outcomes. Stakeholders
may include the board, management, employees, customers, vendors, shareholders, regulatory agencies,
financial institutions, external auditors, the public, and others.

workpapers - Documentation of the internal audit work done when planning and performing engagements.
The documentation provides the supporting information for engagement findings and conclusions.

14 Glossary ©2024, The Institute of Internal Auditors. All Rights Reserved.
For individual personal use only.



PURPOSE

Domain |: Purpose of
Internal Auditing

=~
T
Global

Internal Audit
Standards™

The purpose statement is intended to assist internal auditors an
internal audit stakeholders in understanding and articulating the
value of internal auditing.

Purpose Statement

Internal auditing strengthens the organization’s ability to create, protect, and sustain value by providing the
board and management with independent, risk-based, and objective assurance, advice, insight, and foresight.

Internal auditing enhances the organization’s:

+ Successful achievement of its objectives.

- Governance, risk management, and control processes.
+ Decision-making and oversight.

+ Reputation and credibility with its stakeholders.

- Ability to serve the public interest.

Internal auditing is most effective when:
« Itis performed by competent professionals in conformance with the Global Internal Audit
Standards, which are set in the public interest.
+ The internal audit function is independently positioned with direct accountability to the board.

« Internal auditors are free from undue influence and committed to making objective assessments.
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Domain IlI: Ethics and
Professionalism

Internal Audit
Standards™

=

The principles and standards in the Ethics and Professionalism domain

of the Global Internal Audit Standards replace The IIA’s former Code of
Ethics and outline the behavioral expectations for professional internal
auditors; including chief audit executives, other individuals, and any entities
that provide internal audit services.

Conformance with these principles and standards instills trust in the profession of internal auditing, cre-
ates an ethical culture within the internal audit function, and provides the basis for reliance on internal
auditors’ work and judgment.

All internal auditors are required to conform with the standards of ethics and professionalism. If internal
auditors are expected to abide by other codes of ethics, behavior, or conduct, such as those of an
organization, conformance with the principles and standards of ethics and professionalism contained
herein is still expected. The fact that a particular behavior is not mentioned in these principles and
standards does not preclude it from being considered unacceptable or discreditable.

While internal auditors are responsible for their own conformance, the chief audit executive is expected to
support and promote conformance with the principles and standards in the Ethics and Professionalism
domain by providing opportunities for training and guidance. The chief audit executive may choose to
delegate certain responsibilities for managing conformance but retains accountability for the ethics and
professionalism of the internal audit function.

Principle 1 Demonstrate Integrity

Internal auditors demonstrate integrity in their work and behavior.

Integrity is behavior characterized by adherence to moral and ethical principles, including demonstrating honesty
and the courage to act based on relevant facts, even when facing pressure to do otherwise, or when doing so
might create potential adverse personal or organizational consequences. In simple terms, internal auditors are
expected to tell the truth and do the right thing, even when it is uncomfortable or difficult.

Integrity is the foundation of the other principles of ethics and professionalism, including objectivity,
competency, due professional care, and confidentiality. The integrity of internal auditors is essential to
establishing trust and earning respect.
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Standard 1.1 Honesty and Professional Courage

Requirements

Internal auditors must perform their work with honesty and professional courage.

Internal auditors must be truthful, accurate, clear, open, and respectful in all professional
relationships and communications, even when expressing skepticism or offering an opposing
viewpoint. Internal auditors must not make false, misleading, or deceptive statements, nor
conceal or omit findings or other pertinent information from communications. Internal auditors
must disclose all material facts known to them that, if not disclosed, could affect the
organization’s ability to make well-informed decisions.

Internal auditors must exhibit professional courage by communicating truthfully and taking
appropriate action, even when confronted by dilemmas and difficult situations.

The chief audit executive must maintain a work environment where internal auditors feel supported
when expressing legitimate, evidence-based engagement results, whether favorable or unfavorable.

Standard 1.2 Organization’s Ethical Expectations

Requirements

Internal auditors must understand, respect, meet, and contribute to the legitimate and ethical
expectations of the organization and must be able to recognize conduct that is contrary to
those expectations.

Internal auditors must encourage and promote an ethics-based culture in the organization. If internal
auditors identify behavior within the organization that is inconsistent with the organization’s ethical
expectations, they must report the concern according to applicable policies and procedures.
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Standard 1.3 Legal and Ethical Behavior

Requirements

Internal auditors must not engage in or be a party to any activity that is illegal or discreditable
to the organization or the profession of internal auditing or that may harm the organization or
its employees.

Internal auditors must understand and abide by the laws and/or regulations relevant to the industry
and jurisdictions in which the organization operates, including making disclosures as required.

If internal auditors identify legal or regulatory violations, they must report such incidents to individuals
or entities that have the authority to take appropriate action, as specified in laws, regulations, and
applicable policies and procedures.

Principle 2 Maintain Objectivity

Internal auditors maintain an impartial and unbiased attitude when performing internal audit
services and making decisions.

Objectivity is an unbiased mental attitude that allows internal auditors to make professional judgments,
fulfill their responsibilities, and achieve the Purpose of Internal Auditing without compromise. An
independently positioned internal audit function supports internal auditors’ ability to maintain objectivity.

Standard 2.1 Individual Objectivity

Requirements

Internal auditors must maintain professional objectivity when performing all aspects of internal
audit services. Professional objectivity requires internal auditors to apply an impartial and unbiased
mindset and make judgments based on balanced assessments of all relevant circumstances.

Internal auditors must be aware of and manage potential biases.
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Standard 2.2 Safeguarding Objectivity

Requirements

Internal auditors must recognize and avoid or mitigate actual, potential, and perceived impairments
to objectivity.

Internal auditors must not accept any tangible or intangible item, such as a gift, reward, or favor,
that may impair or be presumed to impair objectivity.

Internal auditors must avoid conflicts of interest and must not be unduly influenced by their own
interests or the interests of others, including senior management or others in a position of authority,
or by the political environment or other aspects of their surroundings.

When performing internal audit services:

« Internal auditors must refrain from assessing specific activities for which they were
previously responsible. Objectivity is presumed to be impaired if an internal auditor
provides assurance services for an activity for which the internal auditor had responsibility
within the previous 12 months.

- If the internal audit function is to provide assurance services where it had previously
performed advisory services, the chief audit executive must confirm that the nature of
the advisory services does not impair objectivity and must assign resources such that
individual objectivity is managed. Assurance engagements for functions over which the
chief audit executive has responsibility must be overseen by an independent party outside
the internal audit function.

- If internal auditors are to provide advisory services relating to activities for which they had
previous responsibilities, they must disclose potential impairments to the party requesting
the services before accepting the engagement.

The chief audit executive must establish methodologies to address impairments to objectivity. Internal
auditors must discuss impairments and take appropriate actions according to relevant methodologies.

Standard 2.3 Disclosing Impairments to Objectivity

Requirements

If objectivity is impaired in fact or appearance, the details of the impairment must be disclosed
promptly to the appropriate parties.

If internal auditors become aware of an impairment that may affect their objectivity, they must
disclose the impairment to the chief audit executive or a designated supervisor.
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If the chief audit executive determines that an impairment is affecting an internal auditor’s ability
to perform duties objectively, the chief audit executive must discuss the impairment with the
management of the activity under review, the board, and/or senior management and determine
the appropriate actions to resolve the situation.

If an impairment that affects the reliability or perceived reliability of the engagement findings,
recommendations, and/or conclusions is discovered after an engagement has been completed,
the chief audit executive must discuss the concern with the management of the activity under
review, the board, senior management, and/or other affected stakeholders and determine the
appropriate actions to resolve the situation. (See also Standard 11.4 Errors and Omissions.)

If the objectivity of the chief audit executive is impaired in fact or appearance, the chief audit executive
must disclose the impairment to the board. (See also Standard 7.1 Organizational Independence.)

Principle 3 Demonstrate Competency

Internal auditors apply the knowledge, skills, and abilities to fulfill their roles and
responsibilities successfully.

Demonstrating competency requires developing and applying the knowledge, skills, and abilities to provide
internal audit services. Because internal auditors provide a diverse array of services, the competencies
needed by each internal auditor vary. In addition to possessing or obtaining the competencies needed

to perform services, internal auditors improve the effectiveness and quality of services by pursuing
professional development.

Standard 3.1 Competency

Requirements

Internal auditors must possess or obtain the competencies to perform their responsibilities
successfully. The required competencies include the knowledge, skills, and abilities suitable for
one’s job position and responsibilities commensurate with their level of experience. Internal
auditors must possess or develop knowledge of The IIA’s Global Internal Audit Standards.

Internal auditors must engage only in those services for which they have or can attain the
necessary competencies.

Each internal auditor is responsible for continually developing and applying the competencies
necessary to fulfill their professional responsibilities. Additionally, the chief audit executive must
ensure that the internal audit function collectively possesses the competencies to perform the internal
audit services described in the internal audit charter or must obtain the necessary competencies. (See
also Standards 7.2 Chief Audit Executive Qualifications and 10.2 Human Resources Management.)
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Standard 3.2 Continuing Professional Development

Requirements

Internal auditors must maintain and continually develop their competencies to improve the
effectiveness and quality of internal audit services. Internal auditors must pursue continuing
professional development including education and training. Practicing internal auditors who
have attained professional internal audit certifications must follow the continuing professional
education policies and fulfill the requirements applicable to their certifications.

Principle 4 Exercise Due Professional Care

Internal auditors apply due professional care in planning and performing internal audit services.

The standards that embody exercising due professional care require:

+ Conformance with the Global Internal Audit Standards.
- Consideration of the nature, circumstances, and requirements of the work to be performed.

+ Application of professional skepticism to critically assess and evaluate information.

Due professional care requires planning and performing internal audit services with the diligence, judgment,
and skepticism possessed by prudent and competent internal auditors. When exercising due professional
care, internal auditors perform in the best interests of those receiving internal audit services but are not

expected to be infallible.

Standard 4.1 Conformance with the Global Internal
Audit Standards

Requirements

Internal auditors must plan and perform internal audit services in accordance with the Global Internal
Audit Standards.

The internal audit function’s methodologies must be established, documented, and maintained
in alignment with the Standards. Internal auditors must follow the Standards and the internall
audit function’s methodologies when planning and performing internal audit services and
communicating results.

If the Standards are used in conjunction with requirements issued by other authoritative bodies,
internal audit communications must also cite the use of the other requirements, as appropriate.
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If laws or regulations prohibit internal auditors or the internal audit function from conforming
with any part of the Standards, conformance with all other parts of the Standards is required and
appropriate disclosures must be made.

When internal auditors are unable to conform with a requirement, the chief audit executive must
document and communicate a description of the circumstance, alternative actions taken, the
impact of the actions, and the rationale. Requirements related to disclosing nonconformance
with the Standards are described in Standards 8.3 Quality, 12.1 Internal Quality Assessment, and
15.1 Final Engagement Communication.

Standard 4.2 Due Professional Care

Requirements

Internal auditors must exercise due professional care by assessing the nature, circumstances,
and requirements of the services to be provided, including:

- The organization’s strategy and objectives.

+ The interests of those for whom internal audit services are provided and the interests of
other stakeholders.

- Adequacy and effectiveness of governance, risk management, and control processes.
- Cost relative to potential benefits of the internal audit services to be performed.

- Extent and timeliness of work needed to achieve the engagement’s objectives.

- Relative complexity, materiality, or significance of risks to the activity under review.

« Probability of significant errors, fraud, noncompliance, and other risks that might affect
objectives, operations, or resources.

- Use of appropriate techniques, tools, and technology.
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Standard 4.3 Professional Skepticism

Requirements

Internal auditors must exercise professional skepticism when planning and performing internal
audit services.

To exercise professional skepticism, internal auditors must:

+ Maintain an attitude that includes inquisitiveness.

- Critically assess the reliability of information.

- Be straightforward and honest when raising concerns and asking questions about
inconsistent information.

- Seek additional evidence to make a judgment about information and statements that
might be incomplete, inconsistent, false, or misleading.

Principle 5 Maintain Confidentiality

Internal auditors use and protect information appropriately.

Because internal auditors have unrestricted access to the data, records, and other information necessary
to fulfill the internal audit mandate, they often receive information that is confidential, proprietary,
and/or personally identifiable. (See also Principle 6 Authorized by the Board and its standards.) This includes
information in physical and digital form as well as information derived from oral communication, such

as formal or informal meeting discussions. Internal auditors must respect the value and ownership of
information they receive by using it only for professional purposes and protecting it from unauthorized
access or disclosure, internally and externally.

Standard 5.1 Use of Information

Requirements

Internal auditors must follow the relevant policies, procedures, laws, and regulations when using
information. The information must not be used for personal gain or in a manner contrary or
detrimental to the organization’s legitimate and ethical objectives.
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Standard 5.2 Protection of Information

Requirements

Internal auditors must be aware of their responsibilities for protecting information and demonstrate
respect for the confidentiality, privacy, and ownership of information acquired when performing
internal audit services or as the result of professional relationships.

Internal auditors must understand and abide by the laws, regulations, policies, and procedures
related to confidentiality, information privacy, and information security that apply to the
organization and internal audit function.

Considerations specifically relevant to the internal audit function include:

- Custody, retention, and disposal of engagement records.
- Release of engagement records to internal and external parties.

- Handling of, access to, or copies of confidential information when it is no longer needed.

Internal auditors must not disclose confidential information to unauthorized parties unless there
is a legal or professional responsibility to do so.

Internal auditors must manage the risk of exposing or disclosing information inadvertently.

The chief audit executive must ensure that the internal audit function and individuals assisting
the internal audit function adhere to the same protection requirements.
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Domain lll: Governing the
Internal Audit Function el

Internal Audit
Standards™

N

Appropriate governance arrangements are essential to enable

the internal audit function to be effective. This domain outlines the
requirements for chief audit executives to work closely with the board to
establish the internal audit function, position it independently, and oversee its
performance. This domain also outlines senior management’s responsibilities that support
the board’s responsibilities and promote strong governance of the internal audit function.

While the chief audit executive is responsible for the requirements in this domain, activities of the board
and senior management are essential to the internal audit function’s ability to fulfill the Purpose of Internal
Auditing. These activities are identified as “essential conditions” in each standard and establish a necessary
foundation for an effective dialogue between the board, senior management, and the chief audit executive,
ultimately enabling an effective internal audit function.

Meeting with the Board and Senior Management

The chief audit executive must discuss this domain with the board and senior management. The
discussions should focus on:

+ The Purpose of Internal Auditing as articulated in Domain I: Purpose of Internal Auditing.

- The essential conditions outlined under each of the standards in Domain Ill: Governing the Internal
Audit Function.

+ The potential impact on the effectiveness of the internal audit function if the board or senior
management does not provide the support outlined in the essential conditions.

The discussions are needed to inform the board and senior management about the importance of the
essential conditions and to gain alignment among their respective responsibilities.

The nature and frequency of these discussions depend on the circumstances and changes in the
organization. For example, the chief audit executive should discuss these essential conditions with the
board and senior management if:

+ The Standards change significantly or a new internal audit function is created.
+ The chief audit executive is new to the role or organization.

+ There are significant changes in the relationship between the board and the chief audit executive,
such as a new chairperson to whom the chief audit executive reports or a change in the structure or
composition of the board that affects this reporting relationship.

+ There are significant changes in the structure or composition of senior management that affect the
chief audit executive’s positioning within the organization.

It is important for the chief audit executive to receive input from both the board and senior management.
While the board may have the ultimate responsibility to approve the internal audit mandate, charter, and
other requirements outlined in this domain, senior management typically has a key role in providing input
to the board and the chief audit executive. Senior management’s perspective is valuable and helps support
the internal audit function’s positioning and authority in the organization.
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Disagreements on Essential Conditions

If either the board or senior management disagrees with one or more of these essential conditions, the
chief audit executive must emphasize - with examples - how absence of the condition(s) may affect the
internal audit function’s ability to fulfill its purpose or conform with specific standards. The chief audit
executive should also discuss alternatives to the essential conditions that may provide the same results.

The chief audit executive may reach agreement with the board and senior management that one or more of
the essential conditions are not necessary to conform with the Standards. In such instances, the chief audit
executive must document:

- The reasons for agreeing that a particular condition is unnecessary.

- Alternative conditions that compensate for the absent conditions, to support the judgments of the
board and senior management.

If the chief audit executive does not agree with the board’s and/or senior management’s reasons for not
performing one or more of the conditions, the chief audit executive may conclude that the internal audit
function cannot conform with the Standards. In such cases, the chief audit executive should document
the reasons why the board and/or senior management will not perform the essential conditions. This
documentation should be shared with the board and senior management to ensure clarity regarding their
positions and made available to an external quality assessor.

If the chief audit executive position is open for any reason, the board should appoint one or more
individuals in the interim.

Definition of Board

The glossary to the Global Internal Audit Standards defines the term “board” as the highest-level body
charged with governance, such as:

- Aboard of directors.

+ An audit committee.

+ A board of governors or trustees.

- A group of elected officials or political appointees.

- Another body that has authority over the relevant governance functions.

In an organization that has more than one governing body, “board” refers to the body or bodies authorized
to provide the internal audit function with the appropriate authority, role, and responsibilities.

If none of the above exists, “board” should be read as referring to the group or person that acts as
the organization’s highest-level governing body. Examples include the head of the organization and
senior management.

If the nature of the board varies from the definition provided in the glossary, the chief audit executive should
document the governing structure to which the internal audit function reports and how this structure is
consistent with the definition of board. This may include environments where multiple boards exist, sometimes
found in multi-national organizations or the public sector, or where a multi-tiered structure is in place.
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Application of this Domain

The Standards apply to individuals and functions that provide internal audit services. Internal audit services
may be provided by persons within or outside the organization for organizations that vary in purpose, size,
complexity, and structure. The Standards apply whether an organization employs internal auditors directly,
contracts them through an external service provider, or both. The chief audit executive’s responsibilities

are performed by one or more individuals designated by the board. The chief audit executive, whether
employed directly by the organization or through an external service provider, is responsible for conformance
with the Standards as demonstrated through the quality assurance and improvement program. In all cases,
the board retains the responsibility to support and oversee the internal audit function.

Principle 6 Authorized by the Board

The board establishes, approves, and supports the mandate of the internal audit function.

The internal audit function receives its mandate from the board (or applicable law in certain public sector
environments). The mandate specifies the authority, role, and responsibilities of the internal audit function
and is documented in the internal audit charter. The mandate empowers the internal audit function to
provide the board and senior management with objective assurance, advice, insight, and foresight.

The internal audit function carries out the mandate by bringing a systematic, disciplined approach to
evaluating and improving the effectiveness of governance, risk management, and control processes
throughout the organization.

Standard 6.1 Internal Audit Mandate

Requirements

The chief audit executive must provide the board and senior management with the information
necessary to establish the internal audit mandate. In those jurisdictions and industries where the
internal audit function’s mandate is prescribed wholly or partially in laws or regulations, the
internal audit charter must include the legal requirements of the mandate. (See also Standard 6.2
Internal Audit Charter and “Applying the Global Internal Audit Standards in the Public Sector.”)

To help the board and senior management determine the scope and types of internal audit services,
the chief audit executive must coordinate with other internal and external assurance providers to
gain an understanding of each other’s roles and responsibilities. (See also Standard 9.5 Coordination
and Reliance.)

The chief audit executive must document or reference the mandate in the internal audit charter,
which is approved by the board. (See also Standard 6.2 Internal Audit Charter.)

Periodically, the chief audit executive must assess whether changes in circumstances justify a
discussion with the board and senior management about the internal audit mandate. If so, the
chief audit executive must discuss the internal audit mandate with the board and senior
management to assess whether the authority, role, and responsibilities continue to enable the
internal audit function to achieve its strategy and accomplish its objectives.
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Essential Conditions
Board
- Discuss with the chief audit executive and senior management the appropriate authority,
role, and responsibilities of the internal audit function.

- Approve the internal audit charter, which includes the internal audit mandate and the
scope and types of internal audit services.

Senior Management

+ Participate in discussions with the board and chief audit executive and provide input
on expectations for the internal audit function that the board should consider when
establishing the internal audit mandate.

+ Support the internal audit mandate throughout the organization and promote the
authority granted to the internal audit function.

Standard 6.2 Internal Audit Charter

Requirements

The chief audit executive must develop and maintain an internal audit charter that specifies, at a
minimum, the internal audit function’s:

+ Purpose of Internal Auditing.
- Commitment to adhering to the Global Internal Audit Standards.

+ Mandate, including scope and types of services to be provided, and the board’s
responsibilities and expectations regarding management’s support of the internal audit
function. (See also Standard 6.1 Internal Audit Mandate.)

- Organizational position and reporting relationships. (See also Standard 7.1 Organizational

Independence.)

The chief audit executive must discuss the proposed charter with the board and senior
management to confirm that it accurately reflects their understanding and expectations of
the internal audit function.

Essential Conditions
Board

- Discuss with the chief audit executive and senior management other topics that should
be included in the internal audit charter to enable an effective internal audit function.

 Approve the internal audit charter.
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+ Review the internal audit charter with the chief audit executive to consider changes
affecting the organization, such as the employment of a new chief audit executive or
changes in the type, severity, and interdependencies of risks to the organization.

Senior Management

- Communicate with the board and chief audit executive about management’s
expectations that should be considered for inclusion in the internal audit charter.

Standard 6.3 Board and Senior Management Support

Requirements

The chief audit executive must provide the board and senior management with the information
needed to support and promote recognition of the internal audit function throughout
the organization.

The chief audit executive must coordinate the internal audit function’s board communications
with senior management to support the board’s ability to fulfill its requirements.

Essential Conditions
Board
- Champion the internal audit function to enable it to fulfill the Purpose of Internal Auditing
and pursue its strategy and objectives.

- Work with senior management to enable the internal audit function’s unrestricted access
to the data, records, information, personnel, and physical properties necessary to fulfill the
internal audit mandate.

+ Support the chief audit executive through regular, direct communications.

- Demonstrate support by:
- Specifying that the chief audit executive reports to a level within the organization that
allows the internal audit function to fulfill the internal audit mandate.
- Approving the internal audit charter, internal audit plan, budget, and resource plan.

- Making appropriate inquiries of senior management and the chief audit executive to
determine whether any restrictions on the internal audit function’s scope, access,
authority, or resources limit the function’s ability to carry out its responsibilities effectively.

- Meeting periodically with the chief audit executive in sessions without senior
management present.
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Senior Management

- Support recognition of the internal audit function throughout the organization.

+ Work with the board and management throughout the organization to enable the internal
audit function’s unrestricted access to the data, records, information, personnel, and
physical properties necessary to fulfill the internal audit mandate.

Principle 7 Positioned Independently
The board establishes and protects the internal audit function’s independence and qualifications.

The board is responsible for enabling the independence of the internal audit function. Independence is
defined as the freedom from conditions that impair the internal audit function’s ability to carry out its
responsibilities in an unbiased manner. The internal audit function is only able to fulfill the Purpose of
Internal Auditing when the chief audit executive reports directly to the board, is qualified, and is positioned
at a level within the organization that enables the internal audit function to discharge its services and
responsibilities without interference.

Standard 7.1 Organizational Independence

Requirements

The chief audit executive must confirm to the board the organizational independence of the
internal audit function at least annually. This includes communicating incidents where independence
may have been impaired and the actions or safeguards employed to address the impairment.

The chief audit executive must document in the internal audit charter the reporting relationships
and organizational positioning of the internal audit function, as determined by the board. (See
also Standard 6.2 Internal Audit Charter.)

The chief audit executive must discuss with the board and senior management any current or
proposed roles and responsibilities that have the potential to impair the internal audit function’s
independence, either in fact or appearance. The chief audit executive must advise the board and
senior management of the types of safeguards to manage actual, potential, or perceived impairments.

When the chief audit executive has one or more ongoing roles beyond internal auditing, the
responsibilities, nature of work, and established safeguards must be documented in the internal
audit charter. If those areas of responsibility are subject to internal auditing, alternative processes
to obtain assurance must be established, such as contracting with an objective, competent
external assurance provider that reports independently to the board.
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When the chief audit executive’s nonaudit responsibilities are temporary, assurance for those
areas must be provided by an independent third party during the temporary assignment and
for the subsequent 12 months. Also, the chief audit executive must establish a plan to transition
those responsibilities to management.

If the governing structure does not support organizational independence, the chief audit
executive must document the characteristics of the governing structure limiting independence
and any safeguards that may be employed to achieve this principle.

Essential Conditions
Board

- Establish a direct reporting relationship with the chief audit executive and the internal
audit function to enable the internal audit function to fulfill its mandate.

- Authorize the appointment and removal of the chief audit executive.

- Provide input to senior management to support the performance evaluation and
remuneration of the chief audit executive.

+ Provide the chief audit executive with opportunities to discuss significant and sensitive
matters with the board, including meetings without senior management present.

+ Require that the chief audit executive be positioned at a level in the organization that enables
internal audit services and responsibilities to be performed without interference from
management. This positioning provides the organizational authority and status to bring
matters directly to senior management and escalate matters to the board when necessary.

- Acknowledge the actual or potential impairments to the internal audit function’s
independence when approving roles or responsibilities for the chief audit executive that
are beyond the scope of internal auditing.

- Engage with senior management and the chief audit executive to establish appropriate
safeguards if chief audit executive roles and responsibilities impair or appear to impair the
internal audit function’s independence.

- Engage with senior management to ensure that the internal audit function is free from
interference when determining its scope, performing internal audit engagements, and
communicating results.

Senior Management
« Position the internal audit function at a level within the organization that enables it to
perform its services and responsibilities without interference, as directed by the board.
+ Recognize the chief audit executive’s direct reporting relationship with the board.

- Engage with the board and the chief audit executive to understand any potential
impairments to the internal audit function’s independence caused by nonaudit roles
or other circumstances and support the implementation of appropriate safeguards to
manage such impairments.

+ Provide input to the board on the appointment and removal of the chief audit executive.

« Solicit input from the board on the performance evaluation and remuneration of the chief
audit executive.
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Standard 7.2 Chief Audit Executive Qualifications

Requirements

The chief audit executive must help the board understand the qualifications and competencies
of a chief audit executive that are necessary to manage the internal audit function. The chief
audit executive facilitates this understanding by providing information and examples of common
and leading qualifications and competencies.

The chief audit executive must maintain and enhance the qualifications and competencies
necessary to fulfill the roles and responsibilities expected by the board. (See also Principle 3
Demonstrate Competency and its standards.)

Essential Conditions
Board

+ Review the requirements necessary for the chief audit executive to manage the internal
audit function, as described in Domain IV: Managing the Internal Audit Function.

- Approve the chief audit executive’s roles and responsibilities and identify the necessary
qualifications, experience, and competencies to carry out these roles and responsibilities.

- Engage with senior management to appoint a chief audit executive with the qualifications
and competencies necessary to manage the internal audit function effectively and ensure
the quality performance of internal audit services.

Senior Management

- Engage with the board to determine the chief audit executive’s qualifications, experience,
and competencies.

- Enable the appointment, development, and remuneration of the chief audit executive
through the organization’s human resources processes.

Principle 8 Overseen by the Board

The board oversees the internal audit function to ensure the function’s effectiveness.

Board oversight is essential to enable the overall effectiveness of the internal audit function. Achieving
this principle requires collaborative and interactive communication between the board and the chief
audit executive as well as the board’s support in ensuring the internal audit function obtains sufficient
resources to fulfill the internal audit mandate. Additionally, the board receives assurance about the
quality of the performance of the chief audit executive and the internal audit function through the quality
assessment and improvement program, including the board’s direct review of the results of the external
quality assessment.
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Standard 8.1 Board Interaction

Requirements

The chief audit executive must provide the board with the information needed to conduct
its oversight responsibilities. This information may be specifically requested by the board or
may be, in the judgment of the chief audit executive, valuable for the board to exercise its
oversight responsibilities.

The chief audit executive must report to the board and senior management:

+ The internal audit plan and budget and subsequent significant revisions to them. (See also
Standards 6.3 Board and Senior Management Support and 9.4 Internal Audit Plan.)

- Changes potentially affecting the mandate or charter. (See also Standards 6.1 Internal
Audit Mandate and 6.2 Internal Audit Charter.)

- Potential impairments to independence. (See also Standard 7.1 Organizational Independence.)

- Results of internal audit services, including conclusions, themes, assurance, advice,
insights, and monitoring results. (See also Standards 11.3 Communicating Results, 14.5
Engagement Conclusions, and 15.2 Confirming the Implementation of Recommendations
or Action Plans.)

- Results from the quality assurance and improvement program. (See also Standards 8.3
Quiality, 8.4 External Quality Assessment, 12.1 Internal Quality Assessment, and 12.2
Performance Measurement.)

There may be instances when the chief audit executive disagrees with senior management or
other stakeholders on the scope, findings, or other aspects of an engagement that may affect
the ability of the internal audit function to execute its responsibilities. In such cases, the chief
audit executive must provide the board with the facts and circumstances to allow the board
to consider whether, in its oversight role, it should intervene with senior management or

other stakeholders.

Essential Conditions
Board

- Communicate with the chief audit executive to understand how the internal audit
function is fulfilling its mandate.

- Communicate the board’s perspective on the organization’s strategies, objectives, and
risks to assist the chief audit executive with determining internal audit priorities.

- Set expectations with the chief audit executive for:
- The frequency with which the board wants to receive communications from the chief
audit executive.

- The criteria for determining which issues should be escalated to the board, such as
significant risks that exceed the board’s risk tolerance.

- The process for escalating matters of importance to the board.
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- Gain an understanding of the effectiveness of the organization’s governance, risk
management, and control processes based on the results of internal audit engagements
and discussions with senior management.

- Discuss with the chief audit executive disagreements with senior management or other
stakeholders and provide support as necessary to enable the chief audit executive to
perform the responsibilities outlined in the internal audit mandate.

Senior Management
- Communicate senior management’s perspective on the organization’s strategies, objectives,
and risks to assist the chief audit executive with determining internal audit priorities.

- Assist the board in understanding the effectiveness of the organization’s governance, risk
management, and control processes.

+ Work with the board and the chief audit executive on the process for escalating matters
of importance to the board.

Standard 8.2 Resources

Requirements

The chief audit executive must evaluate whether internal audit resources are sufficient to fulfill
the internal audit mandate and achieve the internal audit plan. If not, the chief audit executive
must develop a strategy to obtain sufficient resources and inform the board about the impact of
insufficient resources and how any resource shortfalls will be addressed.

Essential Conditions
Board
- Collaborate with senior management to provide the internal audit function with sufficient
resources to fulfill the internal audit mandate and achieve the internal audit plan.

- Discuss with the chief audit executive, at least annually, the sufficiency, both in numbers
and capabilities, of internal audit resources to fulfill the internal audit mandate and
achieve the internal audit plan.

- Consider the impact of insufficient resources on the internal audit mandate and plan.

- Engage with senior management and the chief audit executive on remedying the situation
if the resources are determined to be insufficient.

Senior Management
- Engage with the board to provide the internal audit function with sufficient resources to
fulfill the internal audit mandate and achieve the internal audit plan.

- Engage with the board and the chief audit executive on any issues of insufficient resources
and how to remedy the situation.

©2024, The Institute of Internal Auditors. All Rights Reserved
For individual personal use only.



Standard 8.3 Quality

Requirements

The chief audit executive must develop, implement, and maintain a quality assurance and
improvement program that covers all aspects of the internal audit function. The program
includes two types of assessments:

- External assessments. (See also Standard 8.4 External Quality Assessment.)

- Internal assessments. (See also Standard 12.1 Internal Quality Assessment.)

At least annually, the chief audit executive must communicate the results of the internal quality
assessment to the board and senior management. The results of the external quality assessments
must be reported when completed. In both cases, such communications include:

+ The internal audit function’s conformance with the Standards and achievement of
performance objectives.
- If applicable, compliance with laws and/or regulations relevant to internal auditing.

- If applicable, plans to address the internal audit function’s deficiencies and opportunities
for improvement.

Essential Conditions
Board
- Discuss with the chief audit executive the quality assurance and improvement program,
as outlined in Domain IV: Managing the Internal Audit Function.

- Approve the internal audit function’s performance objectives at least annually. (See also
Standard 12.2 Performance Management.)

- Assess the effectiveness and efficiency of the internal audit function. Such an
assessment includes:

- Reviewing the internal audit function’s performance objectives, including its conformance
with the Standards, laws and regulations; ability to meet the internal audit mandate; and
progress towards completion of the internal audit plan.

- Considering the results of the internal audit function’s quality assurance and
improvement program.

- Determining the extent to which the internal audit function’s performance objectives
are being met.

Senior Management

+ Provide input on the internal audit function’s performance objectives.

+ Participate with the board in an annual assessment of the chief audit executive and
internal audit function.
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Standard 8.4 External Quality Assessment

Requirements

The chief audit executive must develop a plan for an external quality assessment and discuss
the plan with the board. The external assessment must be performed at least once every five
years by a qualified, independent assessor or assessment team. The requirement for an external
quality assessment may also be met through a self-assessment with independent validation.

When selecting the independent assessor or assessment team, the chief audit executive must
ensure at least one person holds an active Certified Internal Auditor® designation.

Essential Conditions
Board

- Discuss with the chief audit executive the plans to have an external quality assessment of
the internal audit function conducted by an independent, qualified assessor or
assessment team.

- Collaborate with senior management and the chief audit executive to determine the
scope and frequency of the external quality assessment.

- Consider the responsibilities and regulatory requirements of the internal audit function
and the chief audit executive, as described in the internal audit charter, when defining the
scope of the external quality assessment.

- Review and approve the chief audit executive’s plan for the performance of an external
quality assessment. Such approval should cover, at a minimum:

- The scope and frequency of assessments.
- The competencies and independence of the external assessor or assessment team.

- The rationale for choosing to conduct a self-assessment with independent validation
instead of an external quality assessment.

+ Require receipt of the complete results of the external quality assessment or self-
assessment with independent validation directly from the assessor.

- Review and approve the chief audit executive’s action plans to address identified
deficiencies and opportunities for improvement, if applicable.

« Approve a timeline for completion of the action plans and monitor the chief audit
executive’s progress.

Senior Management

- Collaborate with the board and the chief audit executive to determine the scope and
frequency of the external quality assessment.

+ Review the results of the external quality assessment, collaborate with the chief audit
executive and board to agree on action plans that address identified deficiencies and

opportunities for improvement, if applicable, and agree on a timeline for completion of
the action plans.
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Domain IV: Managing the
Internal Audit Function el

Internal Audit
Standards™

=

The chief audit executive is responsible for managing the internal audit
function in accordance with the internal audit charter and Global Internal
Audit Standards. This responsibility includes strategic planning, obtaining and
deploying resources, building relationships, communicating with stakeholders, and
ensuring and enhancing the performance of the function.

The individual responsible for managing the internal audit function is expected to conform with the Standards
including performing the responsibilities described in this domain whether the individual is directly
employed by the organization or contracted through an external service provider. The specific job title and
responsibilities may vary across organizations.

The chief audit executive may delegate appropriate responsibilities to other qualified professionals in the
internal audit function but retains ultimate accountability.

The direct reporting relationship between the board and the chief audit executive enables the internal
audit function to fulfill its mandate. (See also Standard 7.1 Organizational Independence.) In addition, the
chief audit executive typically has an administrative reporting line to the highest-ranking person in senior
management, such as the chief executive officer, to support day-to-day activities and establish the status
and authority necessary to ensure the results of the internal audit services are given due consideration.

Principle 9 Plan Strategically

The chief audit executive plans strategically to position the internal audit function to fulfill its
mandate and achieve long-term success.

Planning strategically requires the chief audit executive to understand the internal audit mandate and
the organization’s governance, risk management, and control processes. A properly resourced and
positioned internal audit function develops and implements a strategy to support the organization’s
success. In addition, the chief audit executive creates and implements methodologies to guide the internal
audit function and develop the internal audit plan.
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Standard 9.1 Understanding Governance, Risk Management,
and Control Processes

Requirements

To develop an effective internal audit strategy and plan, the chief audit executive must understand
the organization’s governance, risk management, and control processes.

To understand governance processes, the chief audit executive must consider how the organization:

- Establishes strategic objectives and makes strategic and operational decisions.
- Oversees risk management and control.

- Promotes an ethical culture.

- Delivers effective performance management and accountability.

+ Structures its management and operating functions.

- Communicates risk and control information throughout the organization.

- Coordinates activities and communications among the board, internal and external
providers of assurance services, and management.

To understand risk management and control processes, the chief audit executive must consider how
the organization identifies and assesses significant risks and selects appropriate control processes. This
includes understanding how the organization identifies and manages the following key risk areas:

+ Reliability and integrity of financial and operational information.

- Effectiveness and efficiency of operations and programs.

- Safeguarding of assets.

+ Compliance with laws and/or regulations.

Standard 9.2 Internal Audit Strategy

Requirements

The chief audit executive must develop and implement a strategy for the internal audit function
that supports the strategic objectives and success of the organization and aligns with the
expectations of the board, senior management, and other key stakeholders.

An internal audit strategy is a plan of action designed to achieve a long-term or overall objective.
The internal audit strategy must include a vision, strategic objectives, and supporting initiatives
for the internal audit function. An internal audit strategy helps guide the internal audit function
toward the fulfillment of the internal audit mandate.

The chief audit executive must review the internal audit strategy with the board and senior
management periodically.
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Standard 9.3 Methodologies

Requirements

The chief audit executive must establish methodologies to guide the internal audit function

in a systematic and disciplined manner to implement the internal audit strategy, develop the
internal audit plan, and conform with the Standards. The chief audit executive must evaluate
the effectiveness of the methodologies and update them as necessary to improve the internal
audit function and respond to significant changes that affect the function. The chief audit
executive must provide internal auditors with training on the methodologies. (See also Principles
13 Plan Engagements Effectively, 14 Conduct Engagement Work, and 15 Communicate
Engagement Results and Monitor Action Plans, and their standards.)

Standard 9.4 Internal Audit Plan

Requirements

The chief audit executive must create an internal audit plan that supports the achievement of
the organization’s objectives.

The chief audit executive must base the internal audit plan on a documented assessment of the
organization’s strategies, objectives, and risks. This assessment must be informed by input from
the board and senior management as well as the chief audit executive’s understanding of the
organization’s governance, risk management, and control processes. The assessment must be
performed at least annually.

The internal audit plan must:

- Consider the internal audit mandate and the full range of agreed-to internal audit services.

- Specify internal audit services that support the evaluation and improvement of the
organization’s governance, risk management, and control processes.

- Consider coverage of information technology governance, fraud risk, the effectiveness of
the organization’s compliance and ethics programs, and other high-risk areas.

- ldentify the necessary human, financial, and technological resources necessary to complete
the plan.

+ Be dynamic and updated timely in response to changes in the organization’s business,
risks operations, programs, systems, controls, and organizational culture.

The chief audit executive must review and revise the internal audit plan as necessary and
communicate timely to the board and senior management:
- The impact of any resource limitations on internal audit coverage.

+ The rationale for not including an assurance engagement in a high-risk area or activity in
the plan.
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+ Conflicting demands for services between major stakeholders, such as high-priority
requests based on emerging risks and requests to replace planned assurance engagements
with advisory engagements.

- Limitations on scope or restrictions on access to information.

The chief audit executive must discuss the internal audit plan, including significant interim
changes, with the board and senior management. The plan and significant changes to the plan
must be approved by the board.

Standard 9.5 Coordination and Reliance

Requirements

The chief audit executive must coordinate with internal and external providers of assurance
services and consider relying upon their work. Coordination of services minimizes duplication of
efforts, highlights gaps in coverage of key risks, and enhances the overall value added by providers.

If unable to achieve an appropriate level of coordination, the chief audit executive must raise any
concerns with senior management and, if necessary, the board.

When the internal audit function relies on the work of other assurance service providers, the
chief audit executive must document the basis for that reliance and is still responsible for the
conclusions reached by the internal audit function.
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Principle 10 Manage Resources

The chief audit executive manages resources to implement the internal audit function’s strategy
and achieve its plan and mandate.

Managing resources requires obtaining and deploying financial, human, and technological resources effectively.
The chief audit executive needs to obtain the resources required to perform internal audit responsibilities and
deploy the resources according to the methodologies established for the internal audit function.

Standard 10.1 Financial Resource Management

Requirements

The chief audit executive must manage the internal audit function’s financial resources.

The chief audit executive must develop a budget that enables the successful implementation

of the internal audit strategy and achievement of the plan. The budget includes the resources
necessary for the function’s operation, including training and acquisition of technology and tools.
The chief audit executive must manage the day-to-day activities of the internal audit function
effectively and efficiently, in alignment with the budget.

The chief audit executive must seek budget approval from the board. The chief audit executive
must communicate promptly the impact of insufficient financial resources to the board and
senior management.

Standard 10.2 Human Resources Management

Requirements

The chief audit executive must establish an approach to recruit, develop, and retain internal
auditors who are qualified to successfully implement the internal audit strategy and achieve the
internal audit plan.

The chief audit executive must strive to ensure that human resources are appropriate, sufficient,
and effectively deployed to achieve the approved internal audit plan. Appropriate refers to the
mix of knowledge, skills, and abilities; sufficient refers to the quantity of resources; and effective
deployment refers to assigning resources in a way that optimizes the achievement of the internal
audit plan.
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The chief audit executive must communicate with the board and senior management regarding
the appropriateness and sufficiency of the internal audit function’s human resources. If the function
lacks appropriate and sufficient human resources to achieve the internal audit plan, the chief
audit executive must determine how to obtain the resources or communicate timely to the
board and senior management the impact of the limitations. (See also Standard 8.2 Resources.)

The chief audit executive must evaluate the competencies of individual internal auditors within
the internal audit function and encourage professional development. The chief audit executive
must collaborate with internal auditors to help them develop their individual competencies

through training, supervisory feedback, and/or mentoring. (See also Standard 3.1 Competency:.)

Standard 10.3 Technological Resources

Requirements

The chief audit executive must strive to ensure that the internal audit function has technology

to support the internal audit process. The chief audit executive must regularly evaluate the
technology used by the internal audit function and pursue opportunities to improve
effectiveness and efficiency.

When implementing new technology, the chief audit executive must implement appropriate

training for internal auditors in the effective use of technological resources. The chief audit

executive must collaborate with the organization’s information technology and information

security functions to implement technological resources properly.

The chief audit executive must communicate the impact of technology limitations on the

effectiveness or efficiency of the internal audit function to the board and senior management.

Principle 11 Communicate Effectively

The chief audit executive guides the internal audit function to communicate effectively with

its stakeholders.

Effective communication requires building relationships, establishing trust, and enabling stakeholders to
benefit from the results of internal audit services. The chief audit executive is responsible for helping the
internal audit function establish ongoing communication with stakeholders to build trust and foster

relationships. Additionally, the chief audit executive oversees the internal audit function’s formal

communications with the board and senior management to enable quality and provide insights based

on the results of internal audit services.
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Standard 11.1 Building Relationships and Communicating
with Stakeholders

Requirements

The chief audit executive must develop an approach for the internal audit function to build
relationships and trust with key stakeholders, including the board, senior management, operational
management, regulators, and internal and external assurance providers and other consultants.

The chief audit executive must promote formal and informal communication between the internal
audit function and stakeholders, contributing to the mutual understanding of:

- Organizational interests and concerns.

- Approaches for identifying and managing risks and providing assurance.

+ Roles and responsibilities of relevant parties and opportunities for collaboration.

- Relevant regulatory requirements.

- Significant organizational processes, including financial reporting.

Standard 11.2 Effective Communication

Requirements

The chief audit executive must establish and implement methodologies to promote accurate,
objective, clear, concise, constructive, complete, and timely internal audit communications.

Standard 11.3 Communicating Results

Requirements

The chief audit executive must communicate the results of internal audit services to the board
and senior management periodically and for each engagement as appropriate. The chief audit
executive must understand the expectations of the board and senior management regarding the
nature and timing of communications.
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The results of internal audit services can include:

- Engagement conclusions.
- Themes such as effective practices or root causes.

- Conclusions at the level of the business unit or organization.

Engagement Conclusions

The chief audit executive must review and approve final engagement communications, which
include engagement conclusions, and decide to whom and how they will be disseminated before
they are issued. If these duties are delegated to other internal auditors, the chief audit executive
retains overall responsibility. The chief audit executive must seek the advice of legal counsel
and/or senior management as required before releasing final commmunications to parties outside
the organization, unless otherwise required or restricted by laws and/or regulations. (See also
Standards 11.4 Errors and Omissions, 11.5 Communicating the Acceptance of Risks, and 15.1 Final
Engagement Communication.)

Themes

The findings and conclusions of multiple engagements, when viewed holistically, may reveal
patterns or trends, such as root causes. When the chief audit executive identifies themes related
to the organization’s governance, risk management, and control processes, the themes must
be communicated timely, along with insights, advice, and/or conclusions, to the board and
senior management.

Conclusions at the Level of the Business Unit or Organization

The chief audit executive may be required to make a conclusion at the level of the business unit
or organization about the effectiveness of governance, risk management, and/or control process-
es, due to industry requirements, laws and/or regulations, or the expectations of the board, senior
management, and/or other stakeholders. Such a conclusion reflects the professional judgment
of the chief audit executive based on multiple engagements and must be supported by relevant,
reliable, and sufficient information.

When communicating such a conclusion to the board or senior management, the chief audit
executive must include:
« A summary of the request.

+ The criteria used as a basis for the conclusion; for example, a governance framework or
risk and control framework.

- The scope, including limitations and the period to which the conclusion pertains.
+ A summary of the information that supports the conclusion.

- Adisclosure of reliance on the work of other assurance providers, if any.
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Standard 11.4 Errors and Omissions

Requirements

If a final engagement communication contains a significant error or omission, the chief audit
executive must communicate corrected information promptly to all parties who received the
original communication.

Significance is determined according to criteria agreed upon with the board.

Standard 11.5 Communicating the Acceptance of Risks

Requirements

The chief audit executive must communicate unacceptable levels of risk.

When the chief audit executive concludes that management has accepted a level of risk that
exceeds the organization’s risk appetite or risk tolerance, the matter must be discussed with senior
management. If the chief audit executive determines that the matter has not been resolved by
senior management, the matter must be escalated to the board. It is not the responsibility of the
chief audit executive to resolve the risk.

Principle 12 Enhance Quality

The chief audit executive is responsible for the internal audit function’s conformance with the
Global Internal Audit Standards and continuous performance improvement.

Quality is a combined measure of conformance with the Global Internal Audit Standards and the achievement

of the internal audit function’s performance objectives. Therefore, a quality assurance and improvement
program is designed to evaluate and promote the internal audit function’s conformance with the Standards,
achievement of performance objectives, and pursuit of continuous improvement. The program includes internal
and external assessments. (See also Standards 8.3 Quality and 8.4 External Quality Assessment.)

The chief audit executive is responsible for ensuring that the internal audit function is continuously seeking
improvement. This requires developing measures to assess the performance of internal audit engagements,
internal auditors, and the internal audit function. These measures form the basis for evaluating progress
toward performance objectives including continuous improvement.
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Standard 12.1 Internal Quality Assessment

Requirements

The chief audit executive must develop and conduct internal assessments of the internal
audit function’s conformance with the Global Internal Audit Standards and progress toward
performance objectives.

The chief audit executive must establish a methodology for internal assessments, as described
in Standard 8.3 Quality, that includes:

- Ongoing monitoring of the internal audit function’s conformance with the Standards and
progress toward performance objectives.

« Periodic self-assessments or assessments by other persons within the organization with
sufficient knowledge of internal audit practices to evaluate conformance with the Standards.

- Communication with the board and senior management about the results of
internal assessments.

Based on the results of periodic self-assessments, the chief audit executive must develop
action plans to address instances of nonconformance with the Standards and opportunities

for improvement, including a proposed timeline for actions. The chief audit executive must
communicate the results of periodic self-assessments and action plans to the board and senior
management. (See also Standards 8.1 Board Interaction, 8.3 Quality, and 9.3 Methodologies.)

Internal assessments must be documented and included in the evaluation conducted by an
independent third party as part of the organization’s external quality assessment. (See also
Standard 8.4 External Quality Assessment.)

If nonconformance with the Standards affects the overall scope or operation of the internal audit
function, the chief audit executive must disclose to the board and senior management the
nonconformance and its impact.
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Standard 12.2 Performance Measurement

Requirements

The chief audit executive must develop objectives to evaluate the internal audit function’s
performance. The chief audit executive must consider the input and expectations of the board
and senior management when developing the performance objectives.

The chief audit executive must develop a performance measurement methodology to assess
progress toward achieving the function’s objectives and to promote the continuous improvement
of the internal audit function.

When assessing the internal audit function’s performance, the chief audit executive must solicit
feedback from the board and senior management as appropriate.

The chief audit executive must develop an action plan to address issues and opportunities
for improvement.

Standard 12.3 Oversee and Improve Engagement Performance

Requirements

The chief audit executive must establish and implement methodologies for engagement
supervision, quality assurance, and the development of competencies.

+ The chief audit executive or an engagement supervisor must provide internal auditors with
guidance throughout the engagement, verify work programs are complete, and confirm
engagement workpapers adequately support findings, conclusions, and recommendations.

- To assure quality, the chief audit executive must verify whether engagements are performed
in conformance with the Standards and the internal audit function’s methodologies.

- To develop competencies, the chief audit executive must provide internal auditors with
feedback about their performance and opportunities for improvement.

The extent of supervision required depends on the maturity of the internal audit function, the
proficiency and experience of internal auditors, and the complexity of engagements.

The chief audit executive is responsible for supervising engagements, whether the engagement
work is performed by the internal audit staff or by other service providers. Supervisory
responsibilities may be delegated to appropriate and qualified individuals, but the chief audit
executive retains ultimate responsibility.

The chief audit executive must ensure that evidence of supervision is documented and retained,
according to the internal audit function’s established methodologies.
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Domain V: Performing
Internal Audit Services

Performing internal audit services requires internal auditors to effectively
plan engagements, conduct the engagement work to develop findings and
conclusions, collaborate with management to identify recommendations and/
or action plans that address the findings, and communicate with management and

the employees responsible for the activity under review throughout the engagement and after it closes.

Although the standards for performing engagements are presented in a sequence, the steps in performing
engagements are not always distinct, linear, and sequential. In practice, the order in which steps are
performed may vary by engagement and have overlapping and iterative aspects. For example, engagement
planning includes gathering information and assessing risks, which may continue throughout the engagement.
Each step may affect another or the engagement as a whole. Therefore, internal auditors should review
and understand all standards in this domain before beginning an engagement.

Internal audit services involve providing assurance, advice, or both. Internal auditors are expected to apply
and conform with the Standards when performing engagements, whether they are providing assurance or
advice, except when otherwise specified in individual standards.

Assurance services are intended to provide confidence about governance, risk management, and

control processes to the organization’s stakeholders, especially the board, senior management, and the
management of the activity under review. Through assurance services, internal auditors provide objective
assessments of the differences between the existing conditions of an activity under review and a set of
evaluation criteria. Internal auditors evaluate the differences to determine whether there are reportable
findings and to provide a conclusion about the engagement results, including reporting when processes
are effective.

Internal auditors may initiate advisory services or perform them at the request of the board, senior
management, or the management of an activity. The nature and scope of advisory services may be
subject to agreement with the party requesting the services. Examples of advisory services include
advising on the design and implementation of new policies, processes, systems, and products; providing
forensic services; providing training; and facilitating discussions about risks and controls. When performing
advisory services, internal auditors are expected to maintain objectivity by not taking on management
responsibility. For example, internal auditors may perform advisory services as individual engagements, but
if the chief audit executive takes on responsibilities beyond internal auditing, then appropriate safeguards
must be implemented to maintain the internal audit function’s independence. (See also Standard 7.1
Organizational Independence.)

Internal audit services are performed as described in the chief audit executive’s established methodologies.

(See also Standard 9.3 Methodologies.) The chief audit executive may delegate appropriate responsibility to
other qualified professionals in the internal audit function but retains ultimate accountability.
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Principle 13 Plan Engagements Effectively

Internal auditors plan each engagement using a systematic, disciplined approach.

The Global Internal Audit Standards, along with the methodologies established by the chief audit executive,
form the foundation of internal auditors’ systematic, disciplined approach to planning engagements. Internal
auditors are responsible for effectively communicating at all stages of the engagement.

Engagement planning starts with understanding the initial expectations for the engagement and the reason
the engagement was included in the internal audit plan. When planning engagements, internal auditors
gather the information that enables them to understand the organization and the activity under review

and to assess the risks relevant to the activity. The engagement risk assessment allows internal auditors to
identify and prioritize the risks to determine the engagement objectives and scope. Internal auditors also
identify the criteria and resources needed to perform the engagement and develop an engagement work
program, which describes the specific engagement steps to be performed.

Standard 13.1 Engagement Communication

Requirements

Internal auditors must communicate effectively throughout the engagement. (See also
Principle 11 Communicate Effectively and its related standards and Standard 15.1 Final
Engagement Communication.)

Internal auditors must communicate the objectives, scope, and timing of the engagement with
management. Subsequent changes must be communicated with management timely. (See also
Standard 13.3 Engagement Objectives and Scope.)

At the end of an engagement, if internal auditors and management do not agree on the
engagement results, internal auditors must discuss and try to reach a mutual understanding of
the issue with the management of the activity under review. If a mutual understanding cannot be
reached, internal auditors must not be obligated to change any portion of the engagement results
unless there is a valid reason to do so. Internal auditors must follow an established methodology
to allow both parties to express their positions regarding the content of the final engagement
communication and the reasons for any differences of opinion regarding the engagement results.
(See also Standards 9.3 Methodologies and 14.4 Recommendations and Action Plans.)
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Standard 13.2 Engagement Risk Assessment

Requirements

Internal auditors must develop an understanding of the activity under review to assess the relevant
risks. For advisory services, a formal, documented risk assessment may not be necessary,
depending on the agreement with relevant stakeholders.

To develop an adequate understanding, internal auditors must identify and gather reliable,
relevant, and sufficient information regarding:

- The organization’s strategies, objectives, and risks relevant to the activity under review.
+ The organization’s risk tolerance, if established.

+ The risk assessment supporting the internal audit plan.

+ The governance, risk management, and control processes of the activity under review.

- Applicable frameworks, guidance, and other criteria that can be used to evaluate the
effectiveness of those processes.

Internal auditors must review the gathered information to understand how processes are
intended to operate.

Internal auditors must identify the risks to review by:

- Identifying the potentially significant risks to the objectives of the activity under review.
- Considering specific risks related to fraud.

- Evaluating the significance of the risks and prioritizing them for review.

Internal auditors must identify the criteria that management uses to measure whether the
activity is achieving its objectives.

When internal auditors have identified the relevant risks for an activity under review in past
engagements, only a review and update of the previous engagement risk assessment is required.

Standard 13.3 Engagement Objectives and Scope

Requirements

Internal auditors must establish and document the objectives and scope for each engagement.

The engagement objectives must articulate the purpose of the engagement and describe the
specific goals to be achieved, including those mandated by laws and/or regulations.
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The scope must establish the engagement’s focus and boundaries by specifying the activities,
locations, processes, systems, components, time period to be covered in the engagement, and
other elements to be reviewed, and be sufficient to achieve the engagement objectives.

Internal auditors must consider whether the engagement is intended to provide assurance or
advisory services because stakeholder expectations and the requirements of the Standards
differ depending on the type of engagement.

Scope limitations must be discussed with management when identified, with a goal of achieving
resolution. Scope limitations are assurance engagement conditions, such as resource constraints
or restrictions on access to personnel, facilities, data, and information, that prevent internal
auditors from performing the work as expected in the audit work program. (See also Standard 13.5
Engagement Resources.)

If a resolution cannot be achieved with management, the chief audit executive must elevate the
scope limitation issue to the board according to an established methodology.

Internal auditors must have the flexibility to make changes to the engagement objectives and
scope when audit work identifies the need to do so as the engagement progresses.

The chief audit executive must approve the engagement objectives and scope and any changes
that occur during the engagement.

Standard 13.4 Evaluation Criteria

Requirements

Internal auditors must identify the most relevant criteria to be used to evaluate the aspects of the
activity under review defined in the engagement objectives and scope. For advisory services, the
identification of evaluation criteria may not be necessary, depending on the agreement with
relevant stakeholders.

Internal auditors must assess the extent to which the board and senior management have
established adequate criteria to determine whether the activity under review has accomplished
its objectives and goals. If such criteria are adequate, internal auditors must use them for the
evaluation. If the criteria are inadequate, internal auditors must identify appropriate criteria
through discussion with the board and/or senior management.

©2024, The Institute of Internal Auditors. All Rights Reserved.
For individual personal use only.



Standard 13.5 Engagement Resources

Requirements

When planning an engagement, internal auditors must identify the types and quantity of
resources necessary to achieve the engagement objectives.

Internal auditors must consider:

+ The nature and complexity of the engagement.
+ The time frame within which the engagement is to be completed.

« Whether the available financial, human, and technological resources are appropriate and
sufficient to achieve the engagement objectives.

If the available resources are inappropriate or insufficient, internal auditors must discuss the
concerns with the chief audit executive to obtain the resources.

Standard 13.6 Work Program

Requirements

Internal auditors must develop and document an engagement work program to achieve the
engagement objectives.

The engagement work program must be based on the information obtained during engagement
planning, including, when applicable, the results of the engagement risk assessment.

The engagement work program must identify:

- Criteria to be used to evaluate each objective.
- Tasks to achieve the engagement objectives.

- Methodologies, including the analytical procedures to be used, and tools to perform
the tasks.

« Internal auditors assigned to perform each task.

The chief audit executive must review and approve the engagement work program before it is
implemented and promptly when any subsequent changes are made.
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Principle 14 Conduct Engagement Work
Internal auditors implement the engagement work program to achieve the engagement objectives.

To implement the engagement work program, internal auditors gather information and perform analyses
and evaluations to produce evidence. These steps enable internal auditors to:

- Provide assurance and identify potential findings.

- Determine the causes, effects, and significance of the findings.

+ Develop recommendations and/or collaborate with management to develop action plans.

- Develop conclusions.

Standard 14.1 Gathering Information for Analyses and Evaluation

Requirements

To perform analyses and evaluations, internal auditors must gather information that is:

+ Relevant - consistent with engagement objectives, within the scope of the engagement,
and contributes to the development of engagement results.

+ Reliable - factual and current. Internal auditors use professional skepticism to evaluate
whether information is reliable. Reliability is strengthened when the information is:

- Obtained directly by an internal auditor or from an independent source.
- Corroborated.

- Gathered from a system with effective governance, risk management, and control processes.

- Sufficient - when it enables internal auditors to perform analyses and complete
evaluations and can enable a prudent, informed, and competent person to repeat the
engagement work program and reach the same conclusions as the internal auditor.

Internal auditors must evaluate whether the information is relevant and reliable and whether

it is sufficient such that analyses provide a reasonable basis upon which to formulate potential
engagement findings and conclusions. (See also Standard 14.2 Analyses and Potential
Engagement Findings.)

Internal auditors must determine whether to gather additional information for analyses and
evaluation when evidence is not relevant, reliable, or sufficient to support engagement findings. If
relevant evidence cannot be obtained, internal auditors must determine whether to identify that
as a finding.
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Standard 14.2 Analyses and Potential Engagement Findings

Requirements

Internal auditors must analyze relevant, reliable, and sufficient information to develop potential
engagement findings. For advisory services, gathering evidence to develop findings may not be
necessary, depending on the agreement with relevant stakeholders.

Internal auditors must analyze information to determine whether there is a difference between
the evaluation criteria and the existing state of the activity under review, known as the “condition.”
(See also Standard 13.4 Evaluation Criteria.)

Internal auditors must determine the condition by using information and evidence gathered
during the engagement.

A difference between the criteria and the condition indicates a potential engagement finding
that must be noted and further evaluated. If initial analyses do not provide sufficient evidence to
support a potential engagement finding, internal auditors must exercise due professional care to
determine whether additional analyses are required.

If additional analyses are required, the work program must be adjusted accordingly and approved
by the chief audit executive.

If internal auditors determine that no additional analyses are required and there is no difference
between the criteria and the condition, the internal auditors must provide assurance in the
engagement conclusion regarding the effectiveness of the activity’s governance, risk management,
and control processes.

Standard 14.3 Evaluation of Findings

Requirements

Internal auditors must evaluate each potential engagement finding to determine its significance. When
evaluating potential engagement findings, internal auditors must collaborate with management to identify
the root causes when possible, determine the potential effects, and evaluate the significance of the issue.

To determine the significance of the risk, internal auditors must consider the likelihood of the risk
occurring and the impact the risk may have on the organization’s governance, risk management, or
control processes.

If internal auditors determine that the organization is exposed to a significant risk, it must be
documented and communicated as a finding.
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Internal auditors must determine whether to report other risks as findings, based on the
circumstances and established methodologies.

Internal auditors must prioritize each engagement finding based on its significance, using
methodologies established by the chief audit executive.

Standard 14.4 Recommendations and Action Plans

Requirements

Internal auditors must determine whether to develop recommendations, request action plans
from management, or collaborate with management to agree on actions to:

- Resolve the differences between the established criteria and the existing condition.

- Mitigate identified risks to an acceptable level.

- Address the root cause of the finding.

- Enhance or improve the activity under review.

When developing recommendations, internal auditors must discuss the recommendations with
the management of the activity under review.

If internal auditors and management disagree about the engagement recommendations and/
or action plans, internal auditors must follow an established methodology to allow both parties
to express their positions and rationale and to determine a resolution. (See also Standard 9.3
Methodologies.)

Standard 14.5 Engagement Conclusions

Requirements

Internal auditors must develop an engagement conclusion that summarizes the engagement
results relative to the engagement objectives and management’s objectives. The engagement
conclusion must summarize the internal auditors’ professional judgment about the overall
significance of the aggregated engagement findings.

Assurance engagement conclusions must include the internal auditors’ judgment regarding the
effectiveness of the governance, risk management, and/or control processes of the activity
under review, including an acknowledgment of when processes are effective.
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Standard 14.6 Engagement Documentation

Requirements

Internal auditors must document information and evidence to support the engagement results.
The analyses, evaluations, and supporting information relevant to an engagement must be
documented such that an informed, prudent internal auditor, or similarly informed and
competent person, could repeat the work and derive the same engagement results.

Internal auditors and the engagement supervisor must review the engagement documentation
for accuracy, relevance, and completeness. The chief audit executive must review and approve
the engagement documentation. Internal auditors must retain engagement documentation
according to relevant laws and/or regulations as well as policies and procedures of the internal
audit function and the organization.

Principle 15 Communicate Engagement Results and
Monitor Action Plans

Internal auditors communicate the engagement results to the appropriate parties and monitor
management’s progress toward the implementation of recommendations or action plans.

Internal auditors are responsible for issuing a final communication after completing the engagement and
communicating the engagement results to management. Internal auditors continue to communicate with
the management of the activity under review to confirm that action plans are implemented.

Standard 15.1 Final Engagement Communication

Requirements

For each engagement, internal auditors must develop a final communication that includes the
engagement’s objectives, scope, recommendations and/or action plans if applicable, and conclusions.

The final communication for assurance engagements also must include:

- The findings and their significance and prioritization.
+ An explanation of scope limitations, if any.

- A conclusion regarding the effectiveness of the governance, risk management, and control
processes of the activity reviewed.
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The final communication must specify the individuals responsible for addressing the findings
and the planned date by which the actions should be completed.

When internal auditors become aware that management has initiated or completed actions to
address a finding before the final communication, the actions must be acknowledged in
the communication.

The final communication must be accurate, objective, clear, concise, constructive, complete,
and timely, as described in Standard 11.2 Effective Communication.

Internal auditors must ensure the final coomnmunication is reviewed and approved by the chief
audit executive before it is issued.

The chief audit executive must disseminate the final communication to parties who can ensure
that the results are given due consideration. (See also Standard 11.3 Commmunicating Results.)

If the engagement is not conducted in conformance with the Standards, the final engagement
communication must disclose the following details about the nonconformance:

- Standard(s) with which conformance was not achieved.

- Reason(s) for nonconformance.

« Impact of nonconformance on the engagement findings and conclusions.

Standard 15.2 Confirming the Implementation of
Recommendations or Action Plans

Requirements

Internal auditors must confirm that management has implemented internal auditors’
recommendations or management’s action plans following an established methodology,
which includes:

+ Inquiring about progress on the implementation.

+ Performing follow-up assessments using a risk-based approach.

- Updating the status of management’s actions in a tracking system.

The extent of these procedures must consider the significance of the finding.

If management has not progressed in implementing the actions according to the established
completion dates, internal auditors must obtain and document an explanation from management
and discuss the issue with the chief audit executive. The chief audit executive is responsible for
determining whether senior management, by delay or inaction, has accepted a risk that exceeds
the risk tolerance. (See also Standard 11.5 Communicating the Acceptance of Risks.)
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Applying the Global Internal Audit
Standards in the Public Sector

While the Global Internal Audit Standards apply to all internal audit functions, internal auditors in the
public sector work in a political environment under governance, organizational, and funding structures that
may differ from those of the private sector. The nature of these structures and related conditions may be
affected by the jurisdiction and level of government in which the internal audit function operates. Additionally,
some terminology used in the public sector differs from that of the private sector. These differences may
affect how internal audit functions in the public sector apply the Standards. For this reason, the external
quality assessment of an internal audit function in the public sector should be performed by an assessment
team knowledgeable about public sector activities and governance structures. (See also Standard 8.4
External Quality Assessment.)

The public sector is founded upon and governed under a legal framework that includes laws, regulations,
administrative orders and rules, and other types of governing requirements specific to the jurisdiction(s)
within which an organization operates. Throughout the Global Internal Audit Standards, the term “laws
and/or regulations” is used to represent the legal framework. Laws and/or regulations may establish the
mandate, organizational position, reporting relationship, scope of work, funding, and other requirements of
the internal audit function.

Through such mandates, internal audit functions in the public sector are often required to focus on:

+ Ensuring compliance with laws and/or regulations.

- ldentifying opportunities to improve the efficiency, effectiveness, and economy of government
processes and programs.

-+ Determining whether public resources are adequately safeguarded and used appropriately to
provide services in an equitable manner.

+ Assessing whether an organization’s performance aligns with its strategic objectives and goals.

The following sections describe situations in which the application of the Standards may differ for internal
auditors in the public sector.

Laws and/or Regulations

The chief audit executive must be aware of the laws and/or regulations that affect the internal audit function’s
ability to fully conform with all provisions in the Standards. A charter or other documentation may be used

to explain how the internal audit function is meeting the requirements of the laws and/or regulations as well
as the intent of the Standards. When conformance is not possible, the chief audit executive must document
the reason, make appropriate disclosures, and conform with all other requirements of the Standards. (See also
Standards 4.1 Conformance with Global Internal Audit Standards, 6.1 Internal Audit Mandate, 6.2 Internal

Audit Charter, 8.3 Quality, 8.4 External Quality Assessment, 12.1 Internal Quality Assessment, and 15.1 Final
Engagement Communication.)

The following list describes situations in which laws and/or regulations may affect the ability of internal
audit functions in the public sector to conform with the Standards:

Applying the Global Internal Audit Standards in the Public Sector ©2024, The Institute of Internal Auditors. All Rights Reserved.
For individual personal use only.



- When laws and/or regulations serve as the internal audit mandate and charter, the chief audit executive
may not have the authority or ability to make amendments. Thus, the requirement in Standard
6.1 Internal Audit Mandate to periodically review the mandate for updates may not be warranted.
However, the chief audit executive could periodically conduct and document a focused review of the
mandate and charter to determine that the established path to legal and/or regulatory compliance
is accurately defined.

+ Public disclosure laws and/or regulations may govern the types of documents that are required to
be released to the public and those that cannot be released to the public. The methodologies of
internal audit functions in the public sector should include these requirements. (See also Standards
5.1 Use of Information and 5.2 Protection of Information.)

- Laws and/or regulations may limit the type of private discussions that the chief audit executive may
have with the board. (See also the Glossary definition of “board” as well as Standards 6.3 Board and
Senior Management Support and 7.1 Organizational Independence.)

- Laws and/or regulations may require internal audit functions in the public sector to present internal
audit results at public meetings. Methodologies for the dissemination of final communications
should adhere to these requirements. (See also Standards 11.2 Effective Communication and 15.1
Final Engagement Communication.)

+ In the public sector the external assurance provider is often mandated. In some jurisdictions, the
authority of a supreme audit institution may supersede that of the internal audit function and
internal audit functions may be required to adhere to planning as stipulated and conduct joint work.
In Standard 11.1 Building Relationships and Commmunicating with Stakeholders the internal audit
function is required to coordinate with the external assurance provider, and this authority may
supersede the coordination role. (See also Standards 6.1 Internal Audit Mandate and 9.5 Coordination
and Reliance.)

Internal auditors in the public sector have a broad base of stakeholders, including the public within the
jurisdiction as well as appointed and elected officials. The internal audit function may be legally required

to be accountable and transparent to the public. To adequately serve their stakeholders, internal auditors
may consider input from the public when planning and performing internal audit services. Public input may
be provided by users of government services, such as utilities, public transit systems, parks and recreation
facilities, building permitting processes, and others. (See also Standards 9.4 Internal Audit Plan, 11.1 Building
Relationships and Communicating with Stakeholders, and 13.2 Engagement Risk Assessment.)

Governance and Organizational Structure

Internal audit functions in the public sector are governed under a variety of structures. Some public sector
organizations may be subject to multiple levels of governance, both within and outside the organization,
which may complicate the reporting relationships of the chief audit executive as well as the oversight and
funding of the function.

The Global Internal Audit Standards reference responsibilities related to the “board” and “senior management”
The glossary defines “board” using concepts that encompass various governance structures in the public
sector. Because the board in the public sector may be a policy-setting body, it may not have authority
over aspects of the chief audit executive and the internal audit function as described in the Standards.
For example, such a body may not be able to appoint, remove, or set remuneration for the chief audit
executive. In those situations, the board should still provide input to management regarding performance
evaluations and decisions to appoint and remove the chief audit executive. In other public sector
organizations, “senior management” may be defined differently than it is in the Standards. When the term
is used to refer to the management of the activity under review, safeguards to independence must be
implemented to mitigate the risk of interference with the internal audit function’s work.
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The chief audit executive should avoid taking direction from elected officials without first consulting the
board and senior management, who directly oversee the internal audit function, unless the officials have
direct oversight responsibilities.

The examples below describe governance and organizational structures in which internal audit functions
may need to adjust the application of some standards (the list is not exhaustive):

+ Internal audit functions may be separate from other parts of the organization, and the chief audit
executive reports directly to a legislative body that functions as a board.

+ Internal audit functions may be placed at the highest level of the government organization, and the
chief audit executive reports directly to the head of the organization.

- Internal audit functions may be placed within another component of the overall organization (such
as a department or other unit within a government organization), and the chief audit executive
reports to the head of the organization or a nonexecutive/supervisory board. This may occur when
there is a tiered governance structure and where there is more than one governing body.

« Internal audit functions may be separate from other parts of the organization because the chief
audit executive is elected and retained by the voters within a jurisdiction and does not report to any
specific oversight body or person in the organization.

- Internal audit functions may be placed lower in the organization, and the chief audit executive
reports to a single senior manager from that department.

While some of these situations do not meet the independence requirements in the Global Internal Audit
Standards, establishing an audit committee comprising public members, independent of management,
safeguards independence and provides ongoing oversight, advice, and feedback. (See also Standards 6.2
Internal Audit Charter and 6.3 Board and Senior Management Support, Principle 7 Positioned Independently
and its standards, and Standard 8.1 Board Interaction.)

Funding

The funding processes for internal audit functions vary widely in the public sector. Some governance and
organizational structures do not give the board and senior management authority over the budget. These
conditions prevent the chief audit executive from being able to seek budget approval from the board and
senior management and limit the ability to seek or obtain additional funding due to other funding priorities
within the organization.

For example, some internal audit functions within the public sector can submit independent budget requests to
their board or legislative body for approval. Others’ budgets are part of a larger organizational budget, and the
allocation to the internal audit function is determined by the head of the organization and often approved by an
outside legislative body. In either case, the chief audit executive could advocate to the board for the resources needed.

Even when the budget is set by laws and/or regulations, the chief audit executive must adhere to other
requirements of the standards related to managing the budget. (See also Standards 6.3 Board and Senior
Management Support, 7.1 Organizational Independence, 8.2 Resources, and 10.1 Financial Resource Management.)

The following public sector conditions may limit the way the chief audit executive may spend allocated funds:

+ The position classification structure and/or labor agreements often establish pay ranges for each
position classification based on the knowledge, skills, and responsibilities of the position that limit
the authority of the chief audit executive or board to establish the remuneration for each employee.
In such situations, the chief audit executive should collaborate with the human resources function,
as described in Standard 10.2 Human Resources Management.
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+ The internal audit function may be required to use only software approved for the organization,
which may limit the chief audit executive’s ability to obtain technology to support the internal audit
function. Internal audit functions in the public sector should engage their board as advocates for
supporting their technology needs and may need to use software available to achieve the audit plan
in the most efficient way possible while maintaining conformance with the Standards. (See also
Standard 10.3 Technological Resources.)

+ When funding limitations prevent the chief audit executive from obtaining adequate resources to
conduct an external quality assessment, internal audit functions in the public sector may benefit
from participating in peer programs to conduct the assessment. (See also Standards 8.4 External
Quality Assessment and 10.1 Financial Resource Management.)

+ When an outside authority or oversight body provides the funding for the internal audit function in the
public sector, the chief audit executive may be required to provide final engagement communications
to the funding authority. (See also Standards 11.1 Building Relationships and Communicating with
Stakeholders, 11.2 Effective Commmunication, and 15.1 Final Engagement Communication.)
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